Abstract. It is known that the security evaluation can be done by smoothing of Rényi entropy of order 2 in the quantum setting when we apply universal2 hash functions. This fact can be extended to the case when we apply ε-almost dual universal2 hash functions, which is a generalized concept of universal2 hash functions. Demonstrating the smoothing of Rényi entropy of order 2, we derived security bounds for universal composability and mutual information criterion under the condition in the quantum setting.
Introduction
Evaluation of secrecy is one of important topics in classical and quantum information theory. In order to increase the secrecy, we apply a hash function. Bennett et al. [4] and Håstad et al. [14] proposed to use universal 2 hash functions for privacy amplification and derived two universal hashing lemma, which provides an upper bound for the universal composability based on Rényi entropy of order 2. Renner [6] extended their idea to the quantum case and evaluated the secrecy with universal 2 hash functions based on a quantum version of conditional Rényi entropy order 2.
In order to apply Renner's two universal hashing lemma to a realistic setting, Renner [6] attached the smoothing to min entropy, which is smaller than the above quantum version of conditional Rényi entropy order 2 in the classical case. That is, he proposed the application of universal hashing lemma to a state approximating the true state. In this method, it is not easy to find a suitable approximating state. Hayashi [11] found such a suitable approximating state in the sense of Rényi entropy order 2. That is, he applied the smoothing to Rényi entropy order 2. Then, he evaluated the universal composability criterion after universal 2 hash functions based on Rényi entropy order 1+s. Since Rényi entropy order 2 gives a tighter security bound than the min entropy, the smoothing for Rényi entropy order 2 yields a better security bound than the min entropy. Indeed, it has been showed that the method [11] yields the optimal exponential decreasing rate in the n-fold independent and identical case.
However, in other cases (quantum case and classical case with the mutual information criterion), no study attached the smoothing to the quantum version of conditional Rényi entropy order 2. The purpose of this paper is to attach the smoothing to the quantum version of conditional Rényi entropy order 2. and to obtain an evaluation for secret key generation from correlated random number in two kinds of criteria (universal composability and the modified mutual information) in the quantum settings. As our result, first, we obtain a lower bound of the exponential decreasing rate with the quantum i.i.d. settings for secret key generation when Alice and Bob share the same random number and Eve has a correlated random number, i.e., the secret key generation without error correction.
Indeed, the obtained evaluation can be applied to a more general case. Recently, Tsurumaru et al [13] proposed the concept "ε-almost dual universal hash functions" as a generalization of linear universal hash functions. This concept is defined for a family of hash functions. On the other hand, Dodis and Smith [7] proposed the concept "δ-biased family" for a family of random variables. The concept "ε-almost dual universal hash functions" can be converted to a part of "δ-biased family" [7, 13] . Indeed, Dodis et al. [7] and Fehr et al. [8] showed a security lemma (9). Employing this conversion and the above security lemma, Tsurumaru et al [13] obtained a variant of two universal hashing lemma for "ε-almost dual universal hash functions". This lemma can be regarded as a kind of generalization of two universal hashing lemma by Renner [6] . Therefore, our evaluation can be applied to the class of "ε-almost dual universal hash functions", which is a wider class of hash function.
The remaining part of this paper is the following. In section 2, we introduce the information quantities for evaluating the security and derive several useful inequalities. We also give a clear definition for security criteria. In section 3, according to Tsurumaru et al [13] , we introduce several class of hash functions (universal 2 hash functions and ε-almost dual universal 2 hash functions). We clarify the relation between ε-almost dual universal 2 hash functions and δ-biased family. We also explain an ε-almost dual universal 2 version of Renner's two universal hashing lemma [6, Lemma 5.4 .3](Lemma 10) based on Lemma for δ-biased family given by Dodis et al. [7] and Fehr et al. [8] .
In section 4, we attach the smoothing to the obtained upper bound and obtain a security upper bound under the universal composability criterion, which is the main result of this paper. In section 5, we derive an exponential decreasing rate when we simply apply hash functions and there is no error between Alice and Bob. All proofs are omitted and are given in [16] . Further analysis are also presented in [16] .
Preparation

Information Quantities for Single System
In order to discuss the quantum case, we prepare several useful properties of information quantities in single quantum system: First, we define the following quantities:
